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A system is observable 
if the behaviour of 

the entire system can 
be determined by only 
looking at its inputs 

and outputs.
— Kálmán (1961), On the General Theory of Control Systems
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Logs & Elastic 
Common Schema 

(ECS)
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https://github.com/
elastic/ecs
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The classic way of logging
Logstash & grok
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The new way of logging
https://github.com/elastic/ecs-logging-java/

Plus PHP & .NET — more coming
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From log...
{
  "@timestamp":"2019-11-28T19:36:16.872Z",
  "log.level": "WARN",
  "message":"[philipp] failed to log in with password [***]",
  "service.name":"gs-securing-web",
  "process.thread.name":"http-nio-8080-exec-5",
  "log.logger":"hello.AuthenticationEventListener"
}
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...to event
{
   "@timestamp":"2019-11-28T19:36:16.872Z",
  "log.level": "WARN",
  "message":"[philipp] failed to log in with password [***]",
  "service.name":"gs-securing-web",
  "process.thread.name":"http-nio-8080-exec-5",
  "log.logger":"hello.AuthenticationEventListener",
  "labels.event.category": "LOGIN_FAILURE",
  "labels.user.name": "philipp",
  "labels.source.ip": "0:0:0:0:0:0:0:1",
  "labels.url.full": "/login"
}
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PS: Easy visualization with 
Lens

̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴̴@xeraa



Log rate anomaly detection
New, higher, or no logs
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Logs 
❤

 Traces
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trace-ids in common logging 
frameworks from Elastic APM 

agents
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JVM metrics
Instance-level visibility and metadata
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Service breakdown chart
Aggregated time spent in code, database, 

external calls
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APM agent central management
Capture request body

Number of spans
Deployment status
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Cloud 
Infrastructure
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Azure (new) & AWS (improved) 
monitoring
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Azure Metricsets
monitor

compute_vm
compute_vm_scaleset
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AWS Elastic Load Balancer 
(ELB) logs

Request, backend, and response processing time

Connection Time
TLS Handshake Time
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Health Checks
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Hint-based Kubernetes autodiscovers

heartbeat.autodiscover:
  providers:
  - type: docker
    hints.enabled: true

LABEL co.elastic.monitor/1.type=tcp
      co.elastic.monitor/1.hosts='${data.host}:6379'
      co.elastic.monitor/1.schedule='@every 10s'
LABEL co.elastic.monitor/2.type=icmp
      co.elastic.monitor/2.hosts='${data.host}'
      co.elastic.monitor/2.schedule='@every 10s'
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KQL & pagination support
Also better merging of multiple pingers
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TLS expiration
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Non-privileged ICMP checks
Often supported to run without pings without 

root
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Conclusion
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You cannot buy 
observability...
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...but tool are essentail to 
create observable systems
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