MONTTOR YOUR JAVA APPLICATIONS
WITH THE ELASTIC STACK

[06S, METRICS, PINGS, AND TRACES

Philipp Krenn O GECE
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We replaced our monolith with micro services so
that every outage could be more like a murder
mystery.
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ALL THE THINGS!




Developer &



Disclaimer

| build highly monitored Hello World
apps



Code


https://github.com/xeraa/microservice-monitoring

APPLI(ATEON




Simple

No discovery, load-balancing,...
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THEN,YOU HAVE MIGROSERVIGES
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TERRAFORM

Amazon Lightsail









Elasticsearch

e Logstash O Beats







All instances 5 aws.master.r4 1

eu-west-1a

AWS.DATA.HIGHIO.I3
Instance #8 v6.4.1
2 GB RAM

ga

data m’ast‘ereli"g’iblé’i ingest

JVM memory 49% of 2 GB

pressure

E—

Disk usage 16.1 GB of 60
GB

7

@ Stop routing

‘ AWS.KIBANA.R4

. Instance #4 v6.4.1
v
2 GB RAM

eu-west-1b

i AWS.DATA.HIGHIO.I3
i

Instance #9 v6.4.1

2 GB RAM

data master ingest

JVM memory 45% of 2 GB

pressure

Disk usage 17.96 GB of 60
GB
I

@ Stop routing

Gg AWS.ML.M5
Instance #11 v6.4.1
1GB RAM
ml

Disk usage 0 MB of 2 GB

@ Stop routing

aws.data.highio.i3 2 aws.ml.m5 1 aws.kibana.r4 1

eu-west-1c

s AWS.MASTER.R4
o Tiebreaker #10  v6.4.1
1GB RAM

~ master eligible

JVM memory 55% of 1 GB

pressure

Disk usage 0 MB of 2 GB

@ Stop routing
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https://xeraa.wtf


https://xeraa.wtf
















ID

actuator

autoconfig

beans

configprops

dump

env

flyway

health

info

liquibase

metrics

mappings

shutdown

trace

Description

Provides a hypermedia-based “discovery page” for the other endpoints. Requires Spring HATEOAS to be on the classpath.

Displays an auto-configuration report showing all auto-configuration candidates and the reason why they ‘were’ or ‘were not’
applied.

Displays a complete list of all the Spring beans in your application.

Displays a collated list of all @ConfigurationProperties.

Performs a thread dump.

Exposes properties from Spring’s ConfigurableEnvironment .

Shows any Flyway database migrations that have been applied.

Shows application health information (when the application is secure, a simple ‘status’ when accessed over an unauthenticated
connection or full message details when authenticated).

Displays arbitrary application info.

Shows any Liquibase database migrations that have been applied.

Shows ‘metrics’ information for the current application.

Displays a collated list of all @RequestMapping paths.

Allows the application to be gracefully shutdown (not enabled by default).

Displays trace information (by default the last few HTTP requests).

Sensitive
Default

true

true

true

true

true

true

true

false

false

true

true

true

true

true
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Name

Heap
Select an Index Select a time field
metricbeat-* @timestamp

Broad searches can be done by adding * to your query

Matching the following condition

*
WHEN max() OF jolokia.metrics.memory.heap_usage.used GROLAlQ EI!Se' IS ABOVE 50000000 FOR THE LAST S minutes

beat.name (1 of 3): frontend.xeraa.wtf

65000000
50000000

55000000

4 50000000
45000000 / / "Gold licenL{and Elastioéoud /

16:042:00 16:06:00 16:08:00 1610:00 161200 161400 16:96:00 161800 16:20:00 162200 16:24:00 16:26:00 16:28:00

Run this wat

1



Name

Heap
Select an Index Select a time field
metricbeat-* @timestamp

Broad searches can be done by adding * to your query

Matching the following condition

WHEN max() OF jolokia.metrics.memory.heap_usage.used GROUPED OVER top 5 'beat.name' |S ABOVE 50000000 FOR THE LAST 5 minutes
beat.name (1 of 3): frontend.xeraa.wtf

65000000

60000000

55000000
£ 50000000

45000000 ///// b////, L///I V//// L////

16:04:00 16:06:00 16:08:00 16:10:00 16:12:00 16:14:00 16:116:00 16:18:00 16:20:00 16:22:00 16:24:00 16:26:00 16:28:00

Run this wat:

]



Machine Learning / Single Metric Viewer & Q ¢ @ February 1st 2017, 01:29:59.804 to March 22nd 2017, 00:15:00.000 >

Job Management Anomaly Explorer Single Metric Viewer

Detector: distinct_count (nginx.access.remote_ip) v u m

*tmala tirma cariae anahrele af cardinalitne noin arnnts . i
singie time series analysis or cardinality nginx.access.remote ip

show model bounds

Zoom: auto 12h 1d 1w 2w 1M ({aggregation Interval: 30m, bucket span: 15m) **
MaChlne Learnln
1,800 ’ .
1,600 n /| s [\ /2 A%
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« " Anomaly Detection of Time SeriesData =~ ,
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2017-02-25 00:00 2017-02-27 00:00 2017-03-01 00:00
[ A
2017025 0000 2007:02:12 00:00 40‘ 7-0249 0000 4 2017:02526 00:00 d 2017,03-05 00:00 2017034 200100 20%7:G3.19 0000
" Platinum license and Ela?tlc Cloud l

Anomalies



Machine Learning / Single Metric Viewer Q Q € O February 1st 2017, 01:29:59.804 to March 22nd 2017, 00:15:00.000 >

Job Management Anomaly Explorer Single Metric Viewer

nginx-single v
Detector: distinct_count (nginx.access.remote_ip) v u —

Single time series analysis of cardinality nginx.access.remote_ip

show mode! bounds

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 30m, bucket span: 15m)

2,000
1,800
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2017-02405 00:00 2017-02412 00:00 2017-02<19 00:00

Anomalies









System metrics & network
Filebeat modules & Auditbeat
Application logs



Uptime
Application metrics
Request tracing



Next


https://dashboard.xeraa.wtf
https://github.com/xeraa/microservice-monitoring

OU STIONS!

Philipp Kre

PS: Sticker



