Log Management

From grep to Full-Text Search & Back

Philipp Krenn (@xeraa



Technology

Move & Counter-Move
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Change

Requirements & Tradeoffs
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Log Management
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tail

less +F /var/log/errxor.log
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me looking
for the bug




sLEp

grep "ERROR" /[var/log/erxrror.log

| sort

| uniq -c
| sort -r
| head -n5

aaaaa



Horizontal Scaling
Distributed Applications
Ephemeral Logs
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Queries

source="error.log"

| regex _raw=".xFatal.x"

source="/var/log/nginx/access.log"
| head 1000
| top 50 clientip
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Index Types

Event Index: Minimally Structured
(default)

Metrics Index: Highly Structured
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E Elasticsearch

ELK Stack!
Get it?




Full-Text Search for

elastic
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Data Structures
Full-Text Search
Aggregation / Filter / Sort

elastic



GET logs/_seaxch

{
"query": {
"bool": {
"filtexr": {
"term": {

"log.level"”: "error"

Queries
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. Logs

Stream  Settings

Ill

(Y container.image.name : "java-logging:1.0.0" Customize & Highlights @ 10/03/2019 2:26:53 PM > Stream live
Timestamp log.level @timestan =

T o —io—wa ERROR| AN 7 —

Oct 3, 2019 @ 14:26:53.114 TRACE 2019-10-03 id session '42'

Oct 3, 2019 @ 14:26:53.119  INFO 2019-10-03T12:26:53.119Z Collect in production ifas

Oct 3, 2019 @ 14:26:53.124 TRACE 2019-10-063T12:26:53.1247 Iteration '13' and session '©'

Oct 3, 2019 @ 14:26:53.132 DEBUG 2019-10-63T12:26:53.132Z Collect in development —

Oct 3, 2619 @ 14:26:53.138 TRACE 2019-10-63T12:26:53.138Z Iteration '14' and session '76'

Oct 3, 2019 @ 14:26:53.151 | DEBUG 2019-10-03T12:26:53.151Z Collect in development

Oct 3, 2019 @ 14:26:53.156 @ TRACE 2019-10-03T12:26:53 .156Z Iteration '15' and session '73' 12 PM

Oct 3, 2019 @ 14:26:53.180 [0l 2019-10-03T12:26:53.180Z Wake me up at night

Oct 3, 2019 @ 14:26:53.187 TRACE 2019-10-063T12:26:53.187Z Iteration '16' and session '9' .

Oct 3, 2019 @ 14:26:53.198 DEBUG 2019-10-03T12:26:53.1987 Collect in development ==

Oct 3, 2019 @ 14:26:53.204 TRACE 2019-10-03T12:26:53.204Z Iteration '17' and session '5'

Oct 3, 2019 @ 14:26:53.215 DEBUG 2019-10-63T12:26:53.215Z Collect in development ATy

Oct 3, 2019 @ 14:26:53.219 @ TRACE 2019-10-03T12:26:53.219Z Iteration '18' and session '25'

Oct 3, 2019 @ 14:26:53.226 | INFO 2019-10-03T12:26:53.226Z Collect in production

Oct 3, 2019 @ 14:26:53.234 TRACE 2019-10-063T12:26:53.234Z Iteration '19' and session '32' 09 PM

Oct 3, 2019 @ 14:26:53.240 DEBUG 2019-10-03T12:26:53.2407Z Collect in development

Oct 3, 2019 @ 14:26:53.325 TRACE 2019-10-03T12:26:53.325Z Iteration '20' and session '41'

Oct 3, 2019 @ 14:26:53.348 WARN 2019-10-03T12:26 :53.340Z Investigate tomorrow s

No additional entries found & Load again




Parsed Data
Overhead: Ingestion, Disk, Memory
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: {component="printer” location="f2c16",level="error"} "Printing is not supported by this printer"
Grafana loki | - ¥

i i
Label keyl/values hashed to form Stream ID: 3b2cea09797978fc The log entry is added to a "chunk”

Additional log messages with the same labels are added to the same "chunk":

{component="printer",location="f2c16" ,level="error"} "Out of paper"
{component="printer",location="f2c16" level="error"} "Too much paper"

Chunks are filled then compressed and stored:

Printing is not supported by this printer Paniing I vl mapparied by ¥ia pii
Out of paper Out of pager

Too much paper —

A separate and small index is kept to lookup chunks

Different label keys or values will hash to a different stream and different chunk:

{component="printer” location="f2c16" level="info"} "Consider the environment before printing this log message"
. )
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Queries

{job="mysql"} |= "erxrox"

{name="kafka"} |~ "tsdb-ops.%10:2003"

{name="cassandra"} |~ ‘error=\w+'
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Convergence
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https://github.com/dainiusjocas/lucene-grep

“Grep-like utility based on Lucene

Monitor complred with GraalUm



https://github.com/dainiusjocas/lucene-grep
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Loki: Broader Feature Set

Multi-Line Logs

Elasticsearch: Log-Specific Features
wildcazrd Field Type

match_only_text Field Type



Conclusion
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It is not necessary to change.
Survival is not mandatory.

@ elastic (EEE



Professor Zapinsky proved that the squid is more intelligent than
the housecat when posed with puzzles under similar conditions




Features vus Speed us Cost
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