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When?
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Ingest vs Runtime
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Tradeoffs
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Correctness
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Where?
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Edge vs Central vs In-Cluster
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How?
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Logstash vs Beats vs Elastic Agent vs 
OpenTelemetry Collector vs 

Elasticsearch Ingest Pipeline vs 
Elasticsearch Runtime Field
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Demo
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Elasticsearch Ingest Pipeline
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POST _ingest/pipeline/_simulate
{
  "docs": [
    {
      "_source": {
        "clientip": "164.85.94.243"
      }
    }
  ],
  "pipeline": {
    "processors": [{
      "enrich": {
        "policy_name": "vip-policy",
        "field": "clientip",
        "target_field": "enriched"
      }
    }]
  }
}
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Elasticsearch Runtime Field

　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　@xeraa



GET kibana_sample_data_logs/_search
{
  "query": {
    "match": {
      "clientip": "164.85.94.243"
    }
  },
  "runtime_mappings": {
    "enriched": {
        "type": "lookup",
        "target_index": "vip",
        "input_field": "clientip",
        "target_field": "ip",
        "fetch_fields": ["name", "vip"]
    }
  },
  "fields": [
    "clientip",
    "enriched"
  ]
}

　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　@xeraa



Logstash
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input {
  elasticsearch {
    hosts => ["${ELASTICSEARCH_URL}"]
    user => "elastic"
    password => "${ELASTIC_PASSWORD}"
    index => "kibana_sample_data_logs"
    docinfo => true
    ecs_compatibility => "disabled"
  }
}
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filter {
  elasticsearch {
    hosts => ["${ELASTICSEARCH_URL}"]
    user => "elastic"
    password => "${ELASTIC_PASSWORD}"
    index => "vip"
    query => "ip:%{[clientip]}"
    sort => "ip:desc"
    fields => {
      "[name]" => "[name]"
      "[vip]" => "[vip]"
    }
  }
  mutate {
    remove_field => ["@version", "@timestamp"]
  }
}
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output {
  if [name] {
    # Write all modified documents to Elasticsearch
    elasticsearch {
      manage_template => false
      hosts => ["${ELASTICSEARCH_URL}"]
      user => "elastic"
      password => "${ELASTIC_PASSWORD}"
      index => "%{[@metadata][_index]}"
      document_id => "%{[@metadata][_id]}"
    }
  }
}
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Naming
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Elastic Common Schema (ECS)
https://www.elastic.co/what-is/ecs
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https://www.elastic.co/what-is/ecs
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AI / ML
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Elastic Learned Sparse Encoder 
(ELSER)

Term Expansion
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PS: "De-rich" Personal Data
Named Entity Recognition (NER) & Redact Ingest Pipeline
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Adresses with BANO
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La Base Adresses Nationale 
Ouverte:

https://bano.openstreetmap.fr
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https://bano.openstreetmap.fr


{
  "name": "Joe Smith",
  "address": {
    "number": "23",
    "street_name": "r verdiere",
    "city": "rochelle",
    "country": "France"
  }
}

↕

{
  "name": "Joe Smith",
  "location": {
    "lat": 46.15735,
    "lon": -1.1551
  }
}



1. Load BANO data into 
Elasticsearch with Logstash

　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　　@xeraa



2. Enrich incoming data in Logstash 
by querying Elasticsearch
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filter {
  if [address][zipcode] {
    mutate { add_field => { "dept" => "%{[address][zipcode]}" } }
    truncate {
      fields => ["dept"]
      length_bytes => 2
    }
    if [dept] == "97" {
      mutate { replace => { "dept" => "%{[address][zipcode]}" } }
      truncate {
        fields => ["dept"]
        length_bytes => 3
      }
    }
    mutate { add_field => { "index_suffix" => "-%{dept}" } }



  } else {
    mutate { add_field => { "dept" => "" } }
    mutate { add_field => { "index_suffix" => "" } }
  }
  if [location][lat] and [location][lon] {
    elasticsearch {
      query_template => "search-by-geo.json"
      index => ".bano"
      fields => {
        "location" => "[location]"
        "address" => "[address]"
      }
      remove_field => ["headers", "host", "@version",
                       "@timestamp", "index_suffix", "dept"]
    }
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  } else {
    elasticsearch {
      query_template => "search-by-name.json"
      index => ".bano"
      fields => {
        "location" => "[location]"
        "address" => "[address]"
      }
      remove_field => ["headers", "host", "@version",
                       "@timestamp", "index_suffix", "dept"]
    }
  }
}
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Alternative
jdbc_static {
  local_db_objects => [ {
    name => "vip"
    index_columns => ["ip"]
    columns => [
      ["name", "VARCHAR(255)"],
      ["vip", "BOOLEAN"],
      ["ip", "VARCHAR(64)"]
    ]
  } ]
}
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https://www.elastic.co/blog/enriching-your-postal-
addresses-with-the-elastic-stack-part-1
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Conclusion
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Richer Data with Tradeoffs
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When　Where　How
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